Ak NPaBUJZIbHO 3aXUCTUTMN
KOMepLu1lnHYy TAEMHULLIO :
NPaKTUYHUU  anNropuT™M  pns
O13Hecy

KnieHtcbka 6a3a, UiHM Ta CMCTEMa 3HUXOK, TEXHONOrii, anroputMu
poboTn, ¢iHaHcoBi Mopeni, 6i3Hec-nnaHW, BHYTPliWHA aHaniTuka,
YMOBW cniBnpaui 3 nocTayvalbHWMKaMM MOXYyTb MaTu pgnsa 6Oi3Hecy
3Ha4yHO Oinbwy UIHHiICTb, HiX MaTeplanbHi aKTUBMK.

flpoTe caMOro pilWeHHA KepiBHMKA Ha3BaTuM nMNeBHY iHpopmMauiw
«KOMepUiNHOW Ta€EMHULEW» HEeQoCTaTHbLO.

Ona peanbHOro WPUAMYHOrO 3axUCTy Oi3HEC Ma€e He nulle BU3HAYUTHK,
flka came iH¢opmauls € CeKpeTHOW, a W 3anpoBaguMTu cucteMy ii
OXOpPOHM Ta O6yTM 3p0aTHUM OOBeECTU, WO Taka cucteMa GaKTUYHO
npauioBana.

llo BBAaXa€TbCA KOMEpPLiNHOW TaEMHULEI

CtraTtTta 505 UuBinbHOro kKopgekcy YKpalHum noB’'A3ye cTaTycC
KOMEpPUiNHOI TAEMHMUI 3 OOQHOYACHOKW HAABHLICTH K/WYOBMUX O3HAK:
iHpopMauia € CeKpeTHOW, He € nerkogocTynHow Ana ocib, aki
3a3BM4YanM MawTb CnpaBy 3 BignoBigHMM BMAOOM iHpopMauii, Mae
KOMepUiMHY UiHHiCTb CcaMe 4yepe3 CBOW cekpeTHicTb Ta 6yna
npeagMeToM afekBaTHUX 3axofaiB wopno 30epexeHHA CeKpeTHOCTI.

KoMepuinHow TaeMHuUUelw MOXyTb OyTum BipmoMoCTi TexHi4HoOro,
opraHisauinMHoro, KoMepuiuMHoro, BuUpOBHMYOro Ta 1HWOrO
XapakTepy, KpiM 1H¢opmauil, fKa BiQnoBifHO OO0 3aKOHY He MoXe
6yTn BigHeceHa OO0 KOMEpUiMHOI Ta€EMHUuI.

KoMepuiiiHa Ta€EMHMUA BUHMKAE He Nuwe TOMY, WO KOMMNAHiA Ha3Bana
iH¢opmauiw TaemHow. HeobxipHo ¢akTU4yHO 3abe3neuynTn pexum ii
CeKpeTHOCTi.
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llo 6i3Hec Moxe 3axuuwaTu

3anexHo Bifg cneunpikum piANbHOCTiLI pO KOMepuiWHOI TaeMHuul
MOXYTb OyTM BipgHeceHi, Hanpuknag:

* KNILEHTCbK1 Ta napTHepcbki 6a3wu;

 iHgMBigyanbHi KoMepuinHi yMoBM;

» 3aKyniBesibH1 Ta nNpogaxHi UiHK;

= CUCTEMa 3HMXOK 1 6oHycCiB;

» 6i3Hec-nnaHM Ta cTpaTterii;

= boxeTn i BHYTpiwHA ¢iHaHcoBa aHaniTtuka;

= TexHonorii Tta BupobHMYi npouecwu;

= popMynNn, peuenTypu, KPeCneHHH;

= MPOrpaMHi piWeHHs Ta BHYTPiWHLI anropuTMmu;

* MApKETUHIroB1 cTpaTerii;

» pe3ynbTaTh BHYTPLWHiX goOCnigXeHb;

- iHpopmMauis npo neperoBopu Ta MaubyTHLI MNPOEKTH;
» BHYTpiwHi MeToauMkm opraHizauyil 6i3Hec-npouecis.

Nepenik Mae ¢opMyBaTuUCA iHOMBigyanbHO [N KOHKPETHOL KOMMaHil.
HagMipHO 3aranbHe QOpMyNIOBaHHA Ha KWTanT «yCl BigoMOoCTi npo
0iANbHiCTb NigNpUEMCTBA € KOMepPUiWHOKW TaeMHuUel» caMe no cobi
HEe CTBOPE ePeKTMBHOL CUCTEeMU 3axucTy.

llo He MOXHaA nNPOCTO OroOJIOCUTHU
KOMEpPL1UHOW TaEMHMUL,En

NMoctaHoBa KabiHeTy MiHicTpiB YkpalHm Bipg 09.08.1993 N 611
BCTAHOBJNIE MNepesiik BigoMOCTEN, WO He CTaHOBNATb KOMepuinHOIL
TAEMHUL L.

o HMX, 30KpemMa, BifgHECeHO YCTAHOBY1l [OOKYMEHTU, OOKYMEHTMU, WO
0O3BONANTb 3O1MCHKWBATKM rocnogapcbkKy AianbHicTb Ta 11 okpeMmi
BMOouM, 1iHbopMauilw 3a BCTaAHOBJIEHWMM (OpPMaMM [OepXaBHO1l 3B1THOCTIL,
paHi, HeobxipgHi pns nepeBipku ob4yMcneHHs 1 cnnatu nNogaTKiB Ta
iHWMX o060B'SI3KOBUX nNnaTexiB, MQOKYMeHTM npo 1ix cnnaty,
OOKYMEHTM NPO NAATOCMPOMOXHICTb Ta 1HW1 BM3HA4YeH1 MNOCTaAHOBOW



B1OOMOCTL1.

ToMy nepen 3aTBEPAXEHHAM BHYTPiWHbLOrO MNepeniky KOMepuinHoi
TAa€EMHUUL noTpibHO nepeBipuTM, UM 3aKOHOOABCTBO He BCTAHOBJIWE
ons BipnosipgHoi iHpopMauii iHWWMK pexuM.

NDA HepoCTaATHbLO

OoHa 3 TuMnoBuX nNoMWnokK Bi3Hecy: yknactu 3 npauiBHuMKoM abo
KOHTpareHtoM NDA 1 BBaxaTuM nNUTaHHA 3axucty 1iH¢opMauil
3aKPUTUM.

NDA € BaxnMBUM efieMEHTOM CUCTeMMu, ajlle He 3amiHwe ii.

AKIWO KoMnaHis 3adABfd€, WO nNeBHa Oa3a KNi€EHTiIB € KOMEpUiWHOW0
TAaEMHULEK, anle 0OHOYacCHO:

= 0OCTYN 00 Hel MawTb MNPAaKTUYHO BC1 NpPaALiBHUKMK;

 pannu 3b0epirawTbcs 6e3 obMexeHb;

* MpauiBHUKN MepecunawTb 1X Ha ocobucTty nowTty;

= IOKYMEHTU He MapKywnTbCH;

* JOCTYN KOJIMWHiX NpauiBHWKiB CBOEYACHO HE MPUMNUHAETHLCH;
* He BeeTbCH XYypPHalwBaHHA OiW KOpPMUCTyBa4iB,

y CynoBOMY chnopi 3aKOHOMipHO BWHWKHE NUTAHHSA: HAK1L came
afjeKBaTHL 3axoQM KOMNaHis BxuBana pNns 30epexeHHA CeKpeTHOCTi
uiei iH¢opmayii?

ik nobygyBatu cucrtemy 3axucTy

1. MpoBectn aygut 1Hbopmauiil

CnoyaTKy HeobxipHO BM3HauMTM, fSKa iHPopMauia pinWcCHO Mae
€KOHOM1YHY UiHHiCcTb gns 6i3Hecy 1 poO3rosiowWeHHa AKO1 Moxe
3aBOaTN wWKoOw.

He noTpibHO HaMaraTucs 3acekpeTuTu BCe.

YaM TOYHiWwe BWU3HAYeHO 00'EeKT 3aXUcTty, TuMm I'IpOCTiLIJe BCTAHOBUTHU



npaBuna AoCTyny Ta B ManbyTHbOMY [0BECTW MOPYLWEHHS .

2. 3aTBepauTM nepenik KoMepulWHOL
TAaEMHUL 1

OouinbHO OQOPMUTM BHYTPIWHIN OOKYMEHT, Yy SKOMY BMW3HA4YUTHU
KOHKpeTHi1 kaTeropii iHdopmauil, wo CTaHOBNATb KOMEPLiWHY
TAaEMHULIO .

MpauiBHUKKM, SK1I npauwiTb 3 TakKMMW OaHWUMU, MNOBUHHLI po3yMiTu,
AKi came BipomocTi BOHM 3000B’si3aHi He po3rosnowyBaTh.

3. 3anpoBapgutu MoNoXeHHA NpPo KOMepLiWHY
TAEMHULIO

Lle oguH i3 6a30BUX OOKYMEHTiB CUCTEMH.
Y HbOMY [OOU1NbHO BWU3HAUYUTU:

* MOHATTA Ta KaTeropil 3axuweHol iHpopmMauili;

* nepenik ocib, AKi MOXYyTb OTpuMMyBaTW [OCTYynN;

* NOPSAOOK HagaHHA Ta MPUNUHEHHA [OCTyny;

* MpaBusia KoniwBaHHA Ta nepepayi iHpopmauii;

*NpaBuia BUKOPUCTAHHA KopnopaTMBHOL Ta ocobucrol
€NeKTPOHHOL NowWTH;

* MOPAAOK poboTM 3 NManepoBMMU [OOKYMEHTaMW;

= npaBuna 36epiraHHa eneKTPOHHUX ¢aunis;

 nopsgok pobotn 3 iHpopmauiew nosa opicom;

* pouenypy nNoBepHeHHA abo 3HUWeEeHHS HOCiiB;

= NOPSAOOK OiW NpuW BUSBNEHHL BUTOKY;

» BignoBifanbHUX 3a opraHisauil pexuMy KoH¢pipgeHuinHoCTi.

4. YKnacTtu NDA Ta nepenbauyunTtu
KOH)1OAEeHU1UHLICTb Yy pOroBopax

3060B’'f13@aHHA WOOQO HEPO3roJioleHHd p[ouinNbHO BCTAHOBJIBATU He
nuuwe gng wraTHUX nNpauiBHUKILB.



BOHM MOXyTb OyTM HeobxigHuMM y BiHOCMHaX 13:

* NigpsgHUKaMu;

* KOHCY/IbTaHTaMu;

 Byxrantepamu;

IT-paxiBusmn;

MapKeTUHIOBMMK areHTCTBaMu;

NOTEHUiNHMMM 1HBECTOpaMK;

» NOCTaYallbHUKaMW ;

oucTpub'ioTopamu;

» iHWMMKM ocobaMu, HGK1I OTpUMYKWTb [JOCTYNn O[O YyTnAmseol
iHdopMauil.

Y porosopi BaxJinBo He obMexyBaTuca ¢pa30w «CTOPOHa
3000B'A3Y€ETbLCA He pO3rosiowyBaTtn KoHpigeHUinMHYy iHbopMauiio».

HeobxigHO BM3HA4YNTM, fAKa iHopMaLis OXOPOHAETbCA, AK 1i MOXHa
BUKOPUCTOBYBATU, KOMY HO3BOJIeHO 11 nepepaBaTu, NPOTArom SIKOro
CTPOKY pAiTb BipnoBipHi oOmMexeHHs Ta SAKi Hacnipku MaTume
NOPYWEHHSA .

5. ObmMexuTn pOCTYNn 3@ MNPUHLUNOM
«HeoOXx1pHO pnsa poboTm»

MeHenxepy 3 npopaxy He 060B’'3K0OBO MaTuM OOCTyn OO BCiel
piHaHcoBOl 1iHPopMauil nipnpueMcTBa, a Oyxrantepy ngo
TeXHONoriyHoli poKyMeHTauii BupobHuuTBa.

OouinbHO 3acTOCOBYBaATWU MNPUHUMN MiHiManbHO HeobxipgHOro gmocTyny:
NMPauiBHUK OTPUMYE TiNnbKM Ti p@maHi, fKki notpibHi wnoMmy pOns
BUKOHAHHA KOHKpPEeTHUX OQYHKL1N.

Lle omHO4YaCHO 3MeHWY€E pPU3UK BUTOKY Ta MNONerwy€e BCTAHOBJIEHHSA
oxepena 1HUMOEHTY.

6. 3abe3neynTn TexXHiYHUN 3axXUCT

OpManYHi OOKYMEHTW NOBWHH1 ponoBHBaTUCA IT-3axopamu.



3anexHo Bifg MacwtabiB 6i3Hecy ue MoxyTb OyTu:

* NepcoHanisoBaHi 006NikoB1 3anucu;

= baratopakTopHa aBTeHTMdiKauif;

* PO3MEeXyBaHHSA NpaB OoCTyny;

 WMPpPYyBaHHSA;

* XYpPHanwBaHHA onepauin;

» pe3epBHe KOMilBaHHS;

= KOHTPOJSIb 30BH1WHiX HOC1iB;

obMexXeHHSi MOXIMBOCT1 3aBaHTaxeHHA abo koniwBaHHA ¢annis;
= KOpnopaTtuBHi cuctemn 06bMiHy iHpopMauiew;

MOH1TOPMHI aHOMaJIbHO1 aKTMBHOCTI.

7. BcTtaHoBMUTM npouepypy 3BlJIbHEHHS
npaulBHUKLB

OKpeMoOKWw 30HOW PU3UKY € MNPUNUHEHHA TPpynoBux abo MOOroBipHUX
BiOHOCUH.

Y peHb NpuMNuUHeHHs gocTyny Ao iHdopmauii BapTto 3abesneuntu:

» 6N10KyBaHHSA KoprnopaTuMBHMX 06NiKOBUX 3anucis;

3MiHYy HeobxipgHuX naponis;

BiOKNMKaHHA NpaB AOOCTyny;

= MOBEPHEHHA HOYyTOykiB, TenepoHiB, HaKonNMyyBayiB Ta
OOKYMEHT1B;

* NepeBipKy KOPMNOPaTUBHUX CXOBMUIL;

= IOKYMeHTaslbHe NifgTBEepOXeHHS MOBEPHEHHS MalHa Ta HOCiiB;

» HaragyBaHHs npo 36epexeHHS 4YMHHMX 3000B’'A3aHb WOQOO
KOHpipeHUinHoCTi.

llo pobuTK, AKWO BUTLK yXe CTaBCH

Nepwi pii koMnaHil MOXYyTb BM3HAUYUTU pe3ynbTaT MaubyTHbLOrO
CynoBoro cnopy.

Hacamnepen notpibHo 3adikcyBaTu poka3u, a He MPOCTO BUOANUTH
dann, 3abnokyBaTuM KOpuUCTyBada YM NPOBECTM YCHY pPO3MOBY 3



npauiBHUKOM.
OouinbHUM anropuTM:

1. Jlokani3yBaTu iHUMOEHT.
06MexuTn nopanbWMM HECAHKU1OHOBAHMA OOCTYN Ta MNOWWMPEHHS
iHdopMauil.

2. 3adikcyBatu uudpoBli poOKasM.
36eperTn XypHanu OOCTyny, €NeKTpPOHHe NUCTYBaHHA, ¢awnnu,
icTopiw 3aBaHTaXeHb, 1HbopMauliw nNpo KOPUCTYyBa4iB,
pe3epBH1 kKonil Ta iHwWi uuppoBi cnipgw.

3. MpoBecTu BHYTPilWHE po3cnipyBaHHA.
BctaHoBUTKM, XTO MaB pgocTyn Ao iHdopMauii, konu Bipbynocsa
KONiwBaHHA 4YM nepepayvya Ta KoMy Morna OyTum nepepaHa
iHdopMauif.

4. OyiHnTn wKopy.
HeobxigHO BCTaHOBMTWM He nuwe ¢pakT BUTOKY, ale M WOro
€KOHOM1YH1 HACNigKu.

5. Bu3Ha4yuTM NpaBOBMI MeXaHi3M pearyBaHHS.
Lle Mmoxe 6yTm poroBipHa npeTteH3ia, cymoBuuM 3axuct abo,
3a/leXHO0 Bip XapakKTepy TnMOpPYyWEeHHS, 3BEpPHEHHA f[o0
KOMNEeTEeHTHUX [EepXaBHUX OPraHis.

CynoBa npakTuka: HasBH1icTb NDA uwe
He O3Ha4Ya€ nepemMory B cyal

Noka3oBow € nocTtaHoBa BepxosHoro Cypy Bip 28.02.2019 y cnpasi
N. 752/5775/16-1,.

TOB «CMaun-Ekcno» 3BepHynoca Oo cyay Yy 3B'SiI3KYy 3 MOX/IMBUM
HENPaBOMipHMM BUKOPUCTAHHAM KOMeEPUiMHOI TAEMHMUL NpauiBHULEN.

MMpn UbOMYy B KOMMAH1il iCHyBaB HakKa3 NP0 BiOHEeCEeHHS MeBHUX
BiAOMOCTEN OO0 KOMepuiMHOl Ta€eMHMUl, a npauiBHuMua nipgnucana
yrogy npo Hepo3rosioweHHs. Mipg 4yac cnyxboBoro po3cnipyBaHHA
byno Takox 3apikcoBaHo 11 pocTyn QOO KOpNopaTUBHOL cucTemu
Redmine.



OOHAaK UbOro BUABWUIOCA HEOOCTATHbLO.

BepxosHun Cypn norogmBCs 3 BMCHOBKOM MNpo BigMOBY B MNO030B1i,
OCK1iNbKM NO3MBa4Y He HafgaB HalleXHUX Ta [onyCcTUMUX [OKa3iB
HENpPaBOMipHOro BMKOPMUCTAHHA MpauiBHULEK KOMepuiMHOI TaeMHMUI.

Cam dakT BXOAmy npauiBHMKA [0 KOpPNOpaTUBHOL CUCTeMU He [OBOAUB
¢aKTy pO3rosioweHHA KOMepuiMHOL TaEMHMUI.

MpakTUYHMA BUCHOBOK 13 L1€EL cnpaBu

Ons CyaooBoOro 3axmucty HegoCTaTHbO NOKa3aTw:

«lpauyiBHUK MaB OOCTyn OO CeKpeTHoi iH¢opmauiis.

NoTpibHO cpopMyBaTKM OOKA30BUWA JaHLUlOr :

flka KOHKpPeTHOo iHdopmauis Oyna KomepuinHOW Ta€EMHULEW - SAKUN
pexum 3axucTy Wopo Hei pifAB - XTO OTpuUMaAB poOCTyn - HAKi
KOHKpeTH1 pii us ocoba BYMHMNG - y 4YOMYy NONSAra€e MNOPYWEHHS NpaB
KOMNaHii -» sIKl HacNipgKu BOHO CNPUYMHUIIO.

Came poka3oBa 6a3a 4acTo cTa€e cnabkum MicueM KoMnaHil y cnopi.

Yeknict pna 61i3Hecy

[epeBipTe, 4YM Ma€ Balla KOMMAHifA:

»3aTBEpPAXEeHUN nepenik BigpoMocTen, WO CTaAaHOBNATHL
KOMEpLUiNHY TaEMHULIO;

*BHYTPiWHE nNONOXeHHA nNpo nopapgok poboTm 3 Takow
iHpopMauiew;

= BU3HAa4YeHe KOJio 0Ccib i3 pocTynowm;

« NDA Ta yMOBM Npo KOHpifgeHUiMHiCcTb y porosopax;

* NiQTBEPOXEHHS O3HAaWOMNEHHA NpauiBHWKiB i3 npaBwunamu;

* TeXH1YHe pOo3MeXyBaHHS npaB OOCTyny;

* XypHanwBaHHA OiW KOpPUCTYBa4yiB;

= MpaBuia rnepegadi Ta KoniwBaHHA 1HPopMauil;

» npouenypy MPUNUHEHHA OOCTYNY NPW 3B1lNIbHEHHI;



" NOPSAAOK pearyBaHHA Ha BUTOKWU;
= npouenypy 36epexeHHS eNeKTPOHHMUX OOKAa3iB.

AKWO YacTuUHA UMX eNeMeHTiB BiACYyTHS, PeXuMM 3axXucTy KoMepuinHoi
TAEMHULIL BapTO MNepernsHyT¥ [0 BUHUKHEHHA 1HUMBEHTY, a He nicns
HbOT 0.

FONNOBHUU BUCHOBOK

EdeKTUBHMA 3aXUCT KOMEpUiNHOI TaAEMHMUL CKNaga€ETbCs WOHAWMEHIEe
3 TPbOX PiBHiB:

» OpUAUYHOro: BHYTpiwHi pokymeHTn, NDA, poroBopu Ta
BM3HAYEHHS pexuMy iHpopmauii;

= OpraHisauimnHoro: o6MexeHHs OOCTYNy, HaB4YaHHA nepcoHany,
npouegypu NPpUAUHATTA 1 3BiNbHEHHA NpPauiBHWMKiB, BHYTPiWHIiK

KOHTPOJIb;

 TeXHiYHoro: ynpaB/niHHA OOCTYNnOM, XYpPHaJlloBaHHS,
wnppyBaHHs, pe3epByBaHHSA Ta 1iHWi 3acobu iHpopMauimnHOI
be3sneku.

I nuwe 11X nNoegHaHHA [O3BONISE KOMMNaHil He NPOCTO Ha3BaTwu
iHpOpMaLil0 KOMEpUiMHOW Ta€EMHULEW, a CTBOPUTU peaslbHUU MexaHi3Mm
11 3axucTy.

KomnaHia «BlKTopifi» MOXe [OMOMOrTU MNPOBECTM WPUAWUYHWUIA ayouT
CUCTEMM 3axXMCTy KOHPipmeHuimHol iHpopmMauii, po3pobutm lMonoxeHHs
npo KoMepuinHy TaeMHuutw, NDA, poroBipHi nonoxeHHa npo
KOHPigeHUinHicTb Ta anropMT™M OiW Ha BMNAQOK BWUTOKY iHpopMmauii.

[leTanbHiwe npo lPUOAMYHUIA cynpoBip:

Bawe iM'a (o060B'A3K0BO)

Baw email (o6o0B'A3K0BO)




Baw HoMep TenedpoHy (060OB'A3KOBO)

Bawe noBipoOMEHHS

\ Bipnpasutun |

lMpnegHyntecb po Haworo TI kaHany: [] KomnaHis Bikrtopia -
opugn4dHi Ta byxrantepcbki piweHHsA Agns 6i3Hecy B YkpaiHi Ta 3a
KOPOOHOM.

[l victorija.ua
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